
When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Miss some 

assets (parts 

of the 

products)

go back to the POs 

to find out why and 

where there is 

missing information 

in the technical 

documentation

When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Team Laura

incorrect 

assumptions 

(e.g. defenses 

that are no 

longer there)

verify 

assumptions 

before seeing 

them as facts

too much detail 

in scope in first 

sessions/ issues 

with defining a 

good enough 

scope

find focus points 

and align with 

stakeholders, 

manage 

expectations

poor or missing 

documentation 

of the threats

use tools to 

support the 

documentation 

of threats

no 

guidance in 

assessing 

risks

look into 

business 

impact 

analysis to 

find guidelines

underestamating 

the impact and 

complexity of the 

mitigation

bring more 

developers 

into the threat 

modeling 

process

When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Team X

lack of 

documentation

start creating the 

documentation, 

trial and error - 

missing threats, 

mitigations

When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Team Mila

lack of 

collaboration 

from project 

stakeholders

trying to 

persuade them 

with relevant 

examples we all 

benefit from the 

process

implement relevant 

mitigations so 

updated KPIs 

demonstrate the 

advantage of 

threat modelling

lack of time

prioritize 

on specific/

high risk 

threats

try to allocate 

and plan better 

for threat 

modelling 

activities

define the 

correct 

scope

do an iterative 

threat modelling, 

prioritizing bigger 

threats at first 

and going into 

details next

staying 

current on the 

project info 

(design etc)

track and 

verify any 

recorded 

changes of 

the project

mitigations 

not being 

addressed

opening 

tickets with 

the correct 

priority(SLAs), 

visibility etc.

too late in 

the 

process as 

a whole

trying to lead with 

higher management 

to allocate the 

phase of threat 

modelling earlier in 

the software lifecycle

overcomplicating 

threat models 

trying to keep 

them simple so 

they are actually 

useful to the vast 

part of 

stakeholders

Convince 

people to 

do TM

When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Team Maria

Make a good first 

session, showing 

the value of TM

1. Convince 

management 

and engineering 

team

2. Horrible PT 

report can help :)

Diagraming: what 

is implemented 

and how. Not 

clear answers 

from the tech 

team

1. Review diagrams 

regularly

2. Remind people 

what can go wrong

Different people 

have different 

perspective on how 

the app/system is 

working, how 

processes are 

working, etc.

get 

peoples' 

time

management 

buy in; make it 

part of the 

development 

process

When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Team Lilith

people get 

reassigned 

from one team 

to another one

Build 

redundancy, also 

connected to 

part of dev 

process; 

document details

model gets 

stale, out of 

sync with 

current 

architecture

make it 

part of dev 

process

unfamiliar 

technologies

(cross)training, 

bring 

expertise into 

process

how do you 

model 

certain 

technologies

common 

definition 

amongst 

participants

consistency 

between 

threat 

models

templates, 

common 

definitons among 

participants, 

training

process can 

be 

inconsistently 

executed

level of 

abstaction/

specificity 

(definition of 

done)

common 

definition 

of done, 

templates

not 

enough 

time

Confusion (what 

is threat 

modeling for? 

Design activity 

vs. incident 

response)

Training, clear 

definition of 

what the 

activities are. 

Examples 

Convince 

People to 

threat 

modeling.

Some initiative 

and show 

them the 

value.Lead by 

example.

When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Team Amit

Do we 

have to do 

it now.

Any time is 

a good 

time

At what 

point do 

we start.

Open 

discussions 

about the 

time moment.

Who 

should 

participate

Context based. 

Education across 

to help them 

decide for 

themselves if 

they are relevant.

Manual/

Automation 

of TM.

Automate 

what you can 

and may be 

oversee it 

Manually.

mitigation 

planning is 

difficult

When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Team Hendrik

gap between 

devs / sec - 

what are the 

expectations?

demand TM / ignite 

the fire and win 

people for TM / have 

security champions / 

awereness+secdev 

training / convey 

"shift left"

difficult to get 

time from 

senior 

engineers / 

architects

be part of existing ceremonies /

 value the time of everyone 

involved / be well prepared / 

get docs up front / convey: 

"what are we trying to achieve 

here" / get everyone on the 

same page / embrace 

DevSecOps culture / don't 

focus on "complete 100%" / 

time-box activities

tiny 

changes are 

hard to 

threat model

update existing threat 

models with changes / 

know that not everything 

has security impact / 

follow "Incremental Threat 

Modeling" / follow TM as 

code (e.g. threagile) / have 

TM in same repo

there's no 

"one size fits 

all" threat 

modeling

develop own 

custom strategy / 

try to leverage AI / 

choose good 

general framework 

/ design the journey

tools give 

generic 

(STRIDE) 

threats, difficult 

to contextualize

TM infra / TM 

app requires 

different 

models / layers

decompose 

threat model 

like in a tree / 

have different 

views

When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Team Y

Missing 

Threats

Minimized through 

involving the right 

people & making 

the process 

iterative, scheduling 

PenTesting, and bug 

bounty program

When we threat model...

... What can go wrong?

... What are we going

    to do about it?

Team James

Deciding & 

acting on the 

most 

important 

threats first

Assess 

likelihood 

and impact 

values

When do 

we have 

enough 

threats

Defining good vs 

perfect tradeoffs, 

use standard like 

OWASP top 10 to 

prioritize

Getting too 

far into the 

threat 

attack chain

Focus on the 

high likelihood 

threats unless 

APTs in scope

Team does 

not implement 

the agreed up 

on mitigations

Making testing 

requirements 

part of the 

threat model

future 

changes 

break an 

existing 

mitigations

Proper 

testing 

should 

catch this

Team Amit

With a time, 

the need of 

TM goes 

down

New people in 

the tech teams 

lack knowledge 

regarding the 

app

Not clear who 

is doing what 

(DFD, TM, 

attacks 

scenarios, etc.)

TM is a 

prevention 

method, but the 

priority is on day-

to-day incidents

templates, 

common 

definitons among 

participants, 

training, set a 

standard

management buy 

in; make it part of 

the development 

process, give it 

an equal status 

to other tasks


