When we threat model...

... What are we going
to do about it?

When we threat model...

... What can go wrong?

... What are we going
to do about it?

Missing
Threats

!

Minimized through
involving the right
people & making
the process
iterative, scheduling
PenTesting, and bug
bounty program

Deciding &
acting on the
most
important
threats first

!

Assess
likelihood
and impact
values

When do
we have
enough

threats

!

Defining good vs
perfect tradeoffs,
use standard like
OWASP top 10 to
prioritize

Getting too
far into the
threat
attack chain

!

Focus on the
high likelihood
threats unless
APTs in scope

Team does
not implement
the agreed up
on mitigations

!

Making testing
requirements
part of the
threat model

future
changes
break an
existing
mitigations

!

Proper

testing

should
catch this
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